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e INTRODUCING GLOBAL NETWORK:
THE INTERNET? or THE WEB?

_rr -
Sy N
- SC \ \

T

/1]

.\

Malteser Hilfsdienst e.V - Diozese Miinchen-Freising — Malteser Mentoring — www.malteser-jobmentoring-muenchen.de



@ Malteser

o i il INTRODUCING GLOBAL NETWORK:
The Internet Services

The World Wide Web (W.W.W.) - a collection of web
pages, interconnected and linked by hyperlinks to
access any kind of information, e.g. textual, visual,
audible - websites with various content, television,

online music etc. E"”"@ Infrastructure
‘ Security

Fast Communication with people across the GBI

world: that also includes internet forums, social ,
Calendar

and business networks and file sharing. J

¢ Pay dbitcoin

EXCHANGE ‘J
. ) C ‘ .'J,/ — @ ‘ = gm
= [ W, ; )
PayPal Google wallet ! P \“‘ W e = ~
\

Web Video
application conferencing

Digital Payments

& Money Transactions, incl. Online Banking &
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CONNECTING TO THE INTERNET:

NECESSARY HARDWARE

ROUTER/WiFi
MODEM ADAPTER
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TABLISHING INTERNET CONNECTION

Use Ethernet cable to to connect Modem directly to your PC or
laptop

Phone Line

Power Cable

Modem Router

Your Laptop

l, connect several computers or other smart devices to the Internet by
using one modem and additional Ethernet cables - Wired Network
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TABLISHING INTERNET CONNECTION

Use the (((
Ethernet cable
to connect
your Modem
to the Router
that will
broadband
the Internet
connection
within certain
range

Qe .

l, connect several computers or other smart devices to the Internet by
using one modem and no additional cables - home Wi-Fi network
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Home WIiFi Network
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http://www.youtube.com/watch?v=hMX6dVa61t0
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CONNECTING TO THE INTERNET

Can you answer these questions?

1. Which are the primary pieces of hardware needed
to establish an Internet connection?

2. What are the two main types of Internet networks?
3. What does the router do?

4. What is an ISP? “Who” can be an ISP?
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CONNECTING TO The Home WIFI Network:

- | 5 | | Search CT.‘mf Panel pel |

View your basic network information and set up connections

Change adapter settings | See full map
ge adap g HAI,, fl-'.l?* 0
Ch d d shari
ange advanced sharing CAPC Network
settings .
(This computer)

:.? < Metwork and Internet » Metwork and Sharing Center

Control Panel Home

Internet

View your active networks Connect or disconnect
Access type: Internet
Network P
- HomeGroup: Ready to create
Home network . .
i Connections: [,ﬁ,] Local Area Connection 2

m

Change your networking settings

{;. |Set up a new connection or network

See also Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.

HomeGroup

Internet Options Wi Connectto a network

Windows Firewall Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

> Control Panel - Network and Internet Settings ‘@'
[ ]

> Connect to other WiFi networks - again use the Control Panel or a WiFi
> in your Notifications Area
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£ Malteser CONNECTING TO THE WIFI VIA MOBILE:
- CELLULAR AND WIFI CONNECTION (INCL
HOTSPOT)

Q
Connections My device Accounts

Network connections

= Wi-Fi

$ Bluetooth ¥ p

wa Data usage

**s More networks

Connect and share

NFC
(8

g Nearby devices
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CONNECTING TO WiFi in Munich City,

Bavaria

Munich City offers free WiFi in such places as:

Sometimes libraries, cafes, and schools offer free Wi-Fi for their patrons, customers, and students.
Ask your friend or a local person to help you find an internet cafe or a library where you can connect to the Internet.

° free hotspot called M-WLAN (City Centre: Marienpl. Odeonspl, Karlspl, Harras etc) .

° Bars and restaurants that offer free wi-fi hotspots:
1. Zoozie'z
2. McDonald's

3. Ziegelhaus

4. Starbucks

5. Coffee Fellows
6. Burger King

7. frooteria juice & bagels

If you buy a cup of coffee or a burger, ask the staff to give you a WiFi password!

Look fo

M-WLAN

D
T

Landeha.pexad!
Munran

S o g

Munich Public Libraries

e  Gasteig (no library card needed, available working space)
e  Stadtbibliothek (different locations)
e  Bayerische StaatsBibliothek (BSB)

You may need to be a registered user to use WLAN services! Ask the library staff for more
information!

Many internet cafes offer
reliable wi-fi, but charge
for it. Prices will usually
be around 5 to 15 EUR
per hour.



http://www.muenchen.de/services/wlan-hotspot.html
http://www.zooziez.de/
http://www.ziegelhaus-muenchen.de/
http://www.frooteria.de/
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FINDING INFORMATION ON THE WEB
by using the

web search ~ Google  ofice suppies =1 Sy
englnes, eg Web  Images  Maps  Shopping  More~  Search tools Lo
Google’ About 389,000,000 results (0.49 seconds
Ads related to office supplies © Map for office supplies
YahOO!a Shop Office Supply Deals | OfficeMax.com >R % ‘
www officemax com/OfficeSupplies V% )
Yandex %k 8,297 reviews for officemax.com c& s
! Buy 3, Save 30% On Office Supplies. Hurry, This Big Deal Wont Last! » 4P }u'
MSN DYMO LabelWriter 450 $99.99 , .
] FuooommFuWSupuTuKOMac&u $159.99 © P °
h d High Back Executive Office ... $149.99 %gowh“: . Map deta ©2012 G0
Searc .com. Office Supplies at Quill® | quill.com
www.quill.com/OfficeSupplies
Order Office Supplies at Quill®. Fast And Free Shipping, No Minimum! Ads @
Save On Office Supplies | Reliable.com Discount Office Supplies
www.reliable.comVSupplies - &w:;um:m Foi Lok
Buy Bulk Office Supplies & Save. Fast & Free Shipping. Shop Now! Froe S On $45 Orders! g

Savings To Be Thankful For - Visit Our Holiday Shop - Weekly Specials
Discount Office Supplies

Amazon.com Oﬂlm Products Office suep_lx, school supplies, & more www.zerbee. com/Office-Supplies
WWW.amazon ture/b?ie=UTF8

* %%k 701 [
Meomnawwooooommmv«m:mm Low prices on ink, h;”l‘va:sr:;:;s“::owoom
foner, paper, pens, pencils, printers, calendars, phones, printers, & more. Shop Office Supplies And Save!
Office Supplies: SaveonOfﬂoeSu lies & Products at Office t Office Supplies - 50% Off
www offi com/a/d lies/N=5+167¢&/ www.shoplet. com/Office+Supplies
mmmmmawwmwwmmmMm«.Mm %k ok ok 1,725 reviews for shoplet.com
paper, ink and supplies. Free delivery on qualifying orders of $50! Huge Selection In Stock.

Free Shipping Over $45. Buy Now!
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USING BROWSERS
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NG BROWSERS: How to Google?

Compatibity View
Favorites, feeds, history

Nawgation  Address/Search Bar 23! T Button Home

Tools
“ ’7'\ Hawaii State
}yblu Library System  uyace Prefer the O Cataiog?y

0 A © I se—" e
Home Page
Bockn Audes. 8 Mede Announcements Services S vertical
Seracey
Progrars sns Everts Scroll Bar
(e Fall Programs for Youth
Aot HEPLS
Contact Us In caledration of the 2013 HSPLS Fall Programs for Youth, various pobic

libranes will feature artists from the Usi-Mancs Outreach College’s !

1 Statewnde Cultural Extension Program throughout the month of

ﬂ\anksglvlng Day November. They include Bento Rakugo, 3 dynamic storyteling troupe ﬁE RVE‘ -
Observance that adeis 2 MOGRrN twist 10 Japanese comedy; Mu'olaclani, 3 S...E .A

contemporary Mawasien dance COmpany that showteses buls ot its COMPU,TER

highest a1 form; slack key a-tums Jeff Peterson 5~ Joba Keawe, #7d
All public libraries will be closed 1o caonteliers Ben Moffat, Dave Ded Rocco, 30 Dann Seki.
on Thursday, November 28 in DOWNLOAD
observance of the Thanksgiving
SIS || wewmosuesoesas | e

T = = b SCrofl Bar
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USING BROWSERS: DOWNLOADING

* Your browser can display many different types of docﬂé‘ng,s
media, and other files. Downloading enables you to do this by
putting the file on your computer so you can access it.

* You can right-click the link and select Save Target As. You'll
be able to choose the folder where the file is saved. Use ONLY
secure websites!

> Download the examnle tn work alona with the video.
Open

To Create a Simple For| ~ Openinnewtab bers:
Open in new window

* Click the cell where thp , for exal
Savg target as...
» Type the equal sign ( Priarget IS being

* Type the first number

* Type the addition sig n add o
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USING BROWSERS: CREATING
BOOKMARKS

wcurity Solutions froem Comodo - Comeode IceDragon

> Create
Bookmarks of the
visited websites in
- your browser
fwww.comodo, 7 & || Q Search 1. ‘i B > You can return to
the visited web
pages without the
need of saving the

[ools Help P ==
+

i | 4 Edit This Bookmark

| Eemove Bookmark |

Heme : | whole HTML page
Folder: | Bookmarks Menu v/ [v] or downloading
'."3; Tags:  Separate tags with commas E] 'meli much content.
| Done | [ Concel | > Edit or delete your
!- bookmarks any
| T time
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USING BROWSERS: BROWSING

e fF =
New tab Ctrl+T
New window Ctrl+N

New incognite window

Tools

History

Downloads
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Ctrl+Shift+N

Ctrl+H

Ctrl+)

HISTORY

You can also check
your browsing
history by following
the three parallel
bricks in the right
corner of a browser
and clicking on the
History option.
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BASICS of the WEB SECURITY:

_IMake sure a website is secure, including checking the SSL
certificate e.g., when you are using banking websites
_1Check the following:

_IWeb addresses

Fie Edt View Favortes Tools Help either begin

; with http or https
| [rer—m— ﬂ"' ey -/The browser will

N Edt ) ViewllEavortel Took i Hep L B use a Security
symbol or lock

_IClick on the lock

[ Lommerzbank AG [UE] NTIps://www.commerzbank.de

S Commerzbank AG "
suchtes Your connection to this site is private. Details icon Of the Website
Permissions  Connection and make sure the
‘kund ﬂTh identity of C bank AG at Frankfurt, | | H H
Flooon DE b boyurfied by ClobuiSry’ | identity of the
Extended Validation CA - SHA256 - G2. Valid ) B .
Certificate T nformati lied | b f d
~lichet b)e,th::;veranspa ency information was supplie We Slte IS Verl Ie
Certificate information
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BASICS of the WEB SECURITY:
Cookies

T WA WS W R R WA WG ORI AT N T RIS RN WSS TAT Rew e mmne s e s W

comply with new EU regulations, please confirm you consent to their use by clicking continue.
After consenting, you will not see this message again.

Contnue

PHOTOS & VIDEO

- to identify users and possibly prepare customized Web pages - stores
the information about you in your browser for later use, e.g. log in to
your email or facebook accounts etc.;

- used to track browsing history which means that the next time you go to
the same Web site, your browser will send the cookie to the Web
server.
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BASICS of the WEB SECURITY:
Finding Cookies Settings in the

Content settings

...weil Nihe zihlt.
8006 | Elcoogie x }/ 2, settings x \\__‘ M
& > € [3 chrome://settings w| =
Chrome Settings Search settings
History Privacy

Extensions Content settings... J) Clear browsing data... ‘

I Settings use web services to improve your browsing experience. You may
e tNese services. Learn more
Help 4 e to help resolve navigation errors

¥ Use a predictiogilervice to help complete searches and URLSs typed in the address bar
o Predict network 3 s to improve page load performance
| Send suspicious downloaded files to Google
«! Enable phishing and malware protection
Use a web service to help resolve spelling errors
| Automatically send usage statistics and crash reports to Google

| Send a "Do Not Track” request with your browsing traffic

Passwords and forms
a wikil

Cookies
@) Allow local data to be set (recommended)
Keep local data only until you quit your browser
Block sites from setting any data

| Block third-party cookies and site data

‘ Manage exceptions... | | All cockies and site data... |

Images
‘@ Show all images (recommended)

) Do not show any images

‘ Manage exceptions... |

JavaScript

‘i,- Allow all sites to run JavaScript (recommended)

Da not allow any site to run JavaScript

‘ Manage exceptions... |

Key generation

Allow all sites to use key generation in forms.
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BASICS of the WEB SECURITY:
Pop-Ups

Pop-up Blocker

Lo 1| Prevent most pop-up windows from [ Settings J
®—'—-’ appearing.

V| Turn on Pop-up Blocker

- to block advertisements, malware and other
damaging content on the web

- use your browser settings to activate or turn off
Pop-up Blocker
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BASICS of the WEB SECURITY:
Finding and setting up Pop-Up Blocker

o Use aweb service tt ® Do not allow any site to show pop-ups (recommended)

v Use a prediction s# e Pee-um eatens
" launcher search b, Z/ange Siceptonks
o Predict network actions to improve page load pé, \3/“‘?"‘

Send suspicious downloaded files to Google
o Enable phishing and malware protection
W Use a web service to help resolve spelling errors

. Automatically send usage statistics and crash repor ussss

lly disable

€ - C & [)chromey/settings
i Apps PR TWC (Y Bing [\ Twitter [ [ Summary-SET [ (] titiseehotels [ BlackForest || Destinations BF
Chrome Settings
History Privacy Content settings
Extensions . =
Content
9 Google Chrome may ut o
these services. Learn m Allow all sites to show pop-ups
Help

Internet Options
Block or allow pop-ups
—

« v T + Control Panel » v & x

Security and Maintenance
) Change User Account Control settings

Windows Defender
Scan for malware and other potentially unwanted software

0 Search Windows Help and Support for "pop up”
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e N it BASICS of the WEB SECURITY:
AdBlock

P% Windows 10 Tips, Tricks, X \

< c ‘(waw.thewindowsclub.com Qx & 2 @& $

The 4
Windows Club ABP

Home News Windows Downlo v Enabled on this sit%
Phone General Deals Forum QBIockelement """"" - it
2 ¥ Ads blocked v
Enable & shiow hidderi ShilllitRjiLnmrisas i
Windows 10 Settings 2 on this page
2 in total

Share this number

How to create a Booklet ¢ n ﬂ 3
Word = 0000 [l S wn

¥! Show number in icon

; X Options
Microsoft Classroom: A h 4 _ i
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BASICS of the WEB SECURITY:

IT IS VERY IMPORTANT TO PROTECT ANY

PERSONAL INFORMATION!!!

Using internet sometimes requires sharing personal
information if using:

email accounts;

social networks, e.g. facebook;

professional networks, e.g. LinkedIn, XING;
shopping, e.g. Amazon, eBay and other online shops;
cloud services for businesses;

financial operations, e.g. online banking;

etc.
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BASICS of the WEB SECURITY:

Strong passwords:
> Never use personal information, e.g. date of birth, parents’ or

spouses’ hames, pets’ names efc;

Use a longer password;

If you need to write down your passwords, keep them in a secure

place; NEVER share your passwords with anyone!

Don't use the same password for each account;

Try to include numbers, symbols, and both uppercase and

lowercase letters if the site allows it;

> Avoid using commonly used words and simple patterns e.g. “save
the planet”, “happy Tom”, 123456789 or similar;

> Random passwords are strong e.g., H=jJNp2#

vV

Vv

You can ask a website to remove your information. Keep in mind
that websites are not always obligated to comply with your request. If the
information posted about you is a direct threat to your safety and you
need help negotiating with a website to remove the content, you can
contact
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http://www.wiredsafety.org/
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BASICS of the WEB SECURITY:

Outlook Web App

Account
Organize E-Mail
Groups
Settings

Phone

Block or Allow

-

Malteser

Change your
;4 v @ b ¥ R & password
frequently using

Change Password the Account

Enter your current password, type a new password, and then type it again to confirm it. S etti n g S
After saving, you might need to re-enter your user name and password and sign in again. You'll be

notified when your password has been changed successfully.

Domain\user name: NSL\chong.cy
Current password:

New password:

Confirm new password:

Signin

Oops! You entered an invalid usemame or password. Try agair

ﬂ You are trying to log in to Gowalla as luke

Username/Email § Login with Facebook

Send a request to Reset your
password by using your
another alternative account
(usually email) if you have

forgotten your password! B~~~

“Sign In Don't have an account yet? Create one now!
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BASICS of the WEB SECURITY:

Exercise
_INavigate the website: http://www.qgcflearnfree.org/topics
_IVerify that the website is secure!
_1Ask your question by typing it into the Search Bar of the

website
—1Did you find your answer? = YES! = Congratulations!
4
No!
U

Open your browser and put your question into the Search
Bar of Google search engine (type “google” into the Address
Bar). You should see many links that will help you find the
answer.

Don't forget to visit ONLY secure websites!

U
CONGRATULATIONS!
You know how to google!
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